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COIAEPKXKAHHUE

AHHOTALUS

OBILAS XAPAKTEPUCTUKA TTPO®ECCUOHAIBLHOTO MOYJIS
CTPYKTYPA U COJIEPYKAHUE TPO®ECCUOHAJTILHOTO MOJYJIST
YCJIOBUS PEATTM3ALIMN ITPO®ECCUOHATIEHOTO MOJIYJIS

. KOHTPOJIb U OLIEHKA  PE3VJILTATOB  OCBOEHHUS
[TIPO®ECCUOHAJIBHOIO MOAYJIS

Ok whE



1. AHHOTALIUA

[Ipodeccuonanbupiii Monynb BeimosHeHne padOT MO NPOEKTHUPOBAHUIO
CeTeBONl  MH(MPACTPYKTYphl  OTHOCHTCS K  0Os3aTEIbHOM 4YacTH  IUKIA
npodeccuonansuoit noarotoBku IIIICC3 CIIO, ycranaBnuBaromieir 0a3oBble
3HAHUS IO CIEIUAIbHOCTH cpeaHero npodeccuonansHoro oopazoBanus 09.02.06
Cemesoe u cucmemHoe aOMUHUCMPUPOBAHUE.

C menpro OBIaICHUS YKAa3aHHBIM BUIOM MPO(ECCHOHAIBHON NEATEILHOCTH U
COOTBETCTBYIOIIUMH TPOPECCHOHATBHBIMU KOMIETEHIIUSAMA CTYJIEHT B XOJE
OCBOCHHSI MPO(HECCUOHATHHOTO MOTYJIS TOJDKEH:

HMeTh MPAKTUYECKUH ONbIT:

- TPOEKTUPOBAHUSI APXUTEKTYphl JIOKAJIbHOM CETHU B COOTBETCTBUU C
TIOCTABJICHHOM 3a]1a4ei;

- YCTaHOBKHM U HACTPOUKH CETEBBIX MPOTOKOJIOB U CETEBOTO OOOPYIOBaHUS B
COOTBETCTBUHU C KOHKPETHOM 3a7a4eii;

- BbIOOpAa TEXHOJIOTMH, WHCTPYMEHTAJIBHBIX CPEACTB MPU OpraHU3alUd
IpoIecca UCCIIeI0OBaHNsI 00BEKTOB CETEBOM HHPPACTPYKTYPHI;

- obecrnieueHus: 0€30MACHOTO XpaHEHUs U mepeaayn nH(OpMaIUY B JIOKAJTBHOU
CETH;

- HUCHOJB30BAaHUSA  CHEIHMAIBHOTO MPOrPpaMMHOTO  oOecreueHus: i
MOJICJTMPOBAHMS, MPOCKTUPOBAHUS U TECTUPOBAHUS KOMITBIOTEPHBIX CETEH.

OO0t 00beM y4eOHOM Harpy3ku Mo MOpo(PEecCHOHATLHOMY MOIYJIIO
cocraBmsier 923 waca, Harpy3ka BO B3aUMOJCHCTBHM C IIpErojiaBaTeiieM
cocraBisieT 434 yaca, 4acOB CaMOCTOSITENIbHOM paboThI — 69 Yacos.

Copeprkanre mpoecCHOHATILHOTO MOAYJS BKIIIOYAET W3YUYEHHUE CIEAYIOLIUX
pa3zenoB:

M/K.01.01 KomnberoTepHbie CETH.

Tema 1. BBenieHue B cETEBbIE TEXHOJIOTUHU.

Tema 2. [TpuHUHUIIBI MAPIIPYTU3ALUA U KOMMYTAIINH.

MJIK.01.02 Opranuzanusi, ODPUHIUIBI TOCTPOEHUSI U (HYHKIIMOHUPOBAHUS
KOMIIBIOTEPHBIX CETEM.

Tewma 1. MapmpyTtuzanus u kKommyTtaius. MacimtaOupoBaHue CETEH.

Tema 2. CoeMHEHHE CETEN.

Tekyiuii KOHTPOJIb MPOBOAUTCS B (hOpME OIEHKU TECTUPOBAHMUS, PEIICHUS
CUTYaIlMOHHBIX 3a]1a4 Y BBITIOJIHECHUS TPAKTUUECKUX PabOT.

dopma TPOMEKYTOUHOM arrtecTanuu — AudPepeHIIMpPOBaHHBINA 3ayer,
AK3aMEH, KBATM(PUKAITMOHHBIN dK3aMEH.



2. OBIIAS XAPAKTEPUCTUKA ITPO®ECCHUHOHAJIBHOT'O MOYJISA
2.1. Mecto npodeccHOHAIBLHOTO MOAYJA B CTPYKType NPOrpamMMbl
MOATOTOBKHM CHENHAJTHCTOB CpeAHero 3BeHa: MpodecCUOHANBHBIA MOAYIh
BrinonHenne padboT Mo MPOEKTUPOBAHUIO CETEBOM MH(PPACTPYKTYpPhl OTHOCUTCS K
npodecCHOHaNbHOMY  y4eOHOMY  IHUKIY  NpodecCHOHANbHOW  MOJITOTOBKHU
IporpaMMbl  TIOJIFOTOBKK  CIIELIMAIMCTOB CPEAHEr0 3BEHA M0 CHEHHAIbHOCTH
cpensero mnpodeccuoHanbHoro obpazoBanusi 09.02.06 Cemesoe u cucmemHoe
AOMUHUCTPUDOBAHUE.

2.2. Heabr M mnjaHupyemble pe3yJbTAaTbl OCBOEHHSI MPO(PECCHOHATBLHOTO
MOYJIfl

B pesynprare wusydeHus mnpodecCHOHATBHOTO MOMIYJS OOyJarOIIHIACs
JIOJDKEH OCBOUTH BHJ JIEATEIIBHOCTHU: BbIMonHEeHne paboT MO MPOEKTUPOBAHUIO
CETEeBON HMH(PPACTPYKTYpbl M COOTBETCTBYIOIIUME €My MPOQPeCCHOHAIbHbBIE
KOMIIETEHIINH:

Kon HanMeHnoBaHue pe3ynbTaTa 00y4eHHUs
B/I. BrinonHenne paboT 1o NpoeKTUPOBAHUIO CETEBOM HHPPACTPYKTYPHI.
[IK1.1 BBINONHATE NPOEKTUPOBAHUE KAOEIBHOU CTPYKTYPbl KOMIIBIOTEPHOM
CETH.
K 1.2 OcyiiecTBiATh BIOOP TEXHOJOTUH, MHCTPYMEHTAIBHBIX CPEACTB U

CpCacTB BBIYHUCIIUTECILHOM TEXHUKH IIpU OpraHv3anuu IIponecca
p33pa6OTKI/I )51 HCCJIICAOBAaHUA 00BEKTOB HpO(i)GCCI/IOHaJ'IBHOI?I

NEATEIbHOCTH.
[K 1.3 O6ecneunBaTh 3amUTy HHGOPMAIMM B CETU C HCIOJIH30BAHUEM
IPOrpaMMHO-aNNapaTHbIX CPEJCTB.
[IK 1.4 [IpyHuMaTe  ydyacTue B INPUEMO-CHATOYHBIX  MCIBITAHUAX

KOMIIBIOTEPHBIX CETeM M CceTeBOro oO0OpYyIOBaHUS Pa3JIMUYHOIO
YPOBHSL M B OIIEHKE KadyecTBa M SKOHOMHYECKON 3(P(HEKTUBHOCTH
CETEBOU TOITOJIOTHUH.

[IK 1.5 BoInonHsaTe TpeOOBaHMS HOPMATUBHO-TEXHUYECKON JOKYMEHTAIIUH,
MMETh ONBIT 0()OPMIICHUS MPOEKTHOMN TOKYMEHTALUH.

OcBoenue MpoQecCHOHAIBHOTO MOJYJIS HANpaBJICHO Ha pPa3BUTHE OOIIUX
KOMITCTEHIIN:

Kon HaunmMeHnoBanue pesynbTaTa 00yueHus

OK 01 Beibupats  cmocoObl  pemieHus  3amad  npodecCHuOoHaTbHOM
JesITeIbHOCTH, IPUMEHHUTENIBHO K PA3IMYHBIM KOHTEKCTaM.

OK 02 OcyiiecTBIATh MOUCK, AHAIM3 M MHTEPIPETALUI0 HHPOpPMALIUH,
HEOOXOMUMOW IS BBIMOJHEHUS  3aJad  IpodeCcCUOHATBLHOU
JEeSITETbHOCTH.

OK 03 [InanupoBaTh U peannu30BbHIBATH COOCTBEHHOE MPO(PECCUOHAIBHOE U

JIMYHOCTHOC PA3BUTHC.

OK 04 PaboTaTh B KOJUIEKTUBE U KOMaHJie, (b HeKTUBHO




BSaHMOHCﬁCTBOBaTB C KoJJICTaMM, pPYKOBOACTBOM, KIIMCHTAMMU.

OK 05

OC}’HICCTBJI}ITB YCTHYIO W IIMCBMCHHYIO KOMMYHHUKAIMIO Ha
rocyaapCTBECHHOM A3BIKC C YUCTOM 0CcOoOeHHOCTEH COIIMAJIBHOT'O H
KYJIbTYPHOI'O KOHTCKCTA.

OK 06

[IposBiATH IPAXKIAHCKO-TTATPUOTHYECKYIO MIO3ULINIO,
JEMOHCTPUPOBATh OCO3HAHHOE MTOBEICHUE HA OCHOBE TPAJAUIMOHHBIX
0011eYEeTI0BEUECKUX LIEHHOCTEW, IIPUMEHSITh CTaHJAPTHI
AHTUKOPPYNLHMOHHOIO ITOBEACHUS.

OK 07

ConeiicTBOBaTh COXPAaHEHUIO OKpYy Karoleu cpenpl,
pecypcocoepexennto, 3(p(EeKTUBHO AEHCTBOBaTh B YpE3BBIYANHBIX
CUTYalUsIX.

OK 08

Hcnonb3oBath cpeacTBa (GU3HUECKOM KyIbTYpbI JJII COXPAaHEHUS U
YKPEIUICHHS 3/I0POBbs B TIpoliecce MPoPeCCHOHAIBHOMN JesTEIbHOCTU
u MOAICPKAHUS HE0OXOMMOT0 YPOBHS busnueckoin
MOJrOTOBJICHHOCTH.

OK 09

Hcnons3oBaTh HH(OPMAIIMOHHBIE TEXHOJIOTUU B MPOGECCUOHATBHON
NEATEIBHOCTH.

OK 10

[Tonmp30BaThCA npodeccuoHanbHON JTOKYMEHTAIIUEN Ha
roCy/1apCTBEHHOM W MHOCTPAHHOM SI3bIKaX.

OK 11

Hcnonp3oBarh 3HaHUS 1O (PUHAHCOBOM TPaMOTHOCTH, IJIAHUPOBATH
peANPUHUMATEIBCKYIO JIEATEILHOCTH B IpodheccuoHaIbHOM chepe.

Pe3ynbrarsl 00yueHus (3HAHMS, yMEHHS, IPAKTUYECKUH ONbIT)
B pesynbrare oOCBO€HHST TPOQPECCHOHATBLHOIO MOJIYJIS OOydarouuncs

JOJIZKCH:

HUMCTb

— TMPOEKTHUPOBAHMSI  APXUTEKTYpPbl  JIOKAIBHOW CETH B

NPAaKTUYECKUH | COOTBETCTBHH C TIOCTABICHHOM 3a1a4ei;

OIIBIT

— YCTaHOBKHM M HACTPOMKH CETEBBIX MPOTOKOJIOB M CETEBOTO
000pyIOBaHMS B COOTBETCTBUHU C KOHKPETHOM 3a1auei;

— BBIOOpa TEXHOJOTMH, WHCTPYMEHTAJIBHBIX CPEICTB MpHU
OpraHM3allMyd TPOIEcca HUCCIENOBaHUS OOBEKTOB CETEBOM
UH(DPACTPYKTYPHI;

— oOecnieueHuss ~ 0€30MAaCHOTO  XpaHEHUsT W [epeaayvu
uH($OpMAaIUH B JIOKAITBHOM CETH;

— HCMOJb30BaHUS CHELUUATIBHOIO MPOTPAMMHOTO 00ECIeUeHUs
JUIsL  MOJEIUPOBAHMs, IPOEKTUPOBAHUS M  TECTUPOBAHUSA
KOMIIBIOTEPHBIX CETEM.

YMETH

— TIPOEKTUPOBaTh JIOKAJLHYID CETh, BBIOMpaTh CETEBBIC
TOTIOJIOTHIH;

— HCIOJIb30BaTh MHOTO(YHKITMOHATbHBIC pUOOPHI
MOHHUTOPHUHTA, TPOrPaMMHO-aNNapaTHbIC CPEJCTBA TEXHHUECKOTO
KOHTPOJISI JIOKAIBHOW CETH.

3HaTh

— 00IIMe MPUHIIMITBI MMOCTPOEHUSI CETeH, CETEBBIX TOIOJOTHA,
MHorocyioiiHoi Mozaenu OSI, TpeOoBaHMII K KOMITbIOTEPHBIM




CeTSIM;

— apXUTEKTypy IPOTOKOJIOB, CTAHAAPTU3AIMU CETEW, 3TaIroB
MIPOCKTUPOBAHUS CETEBOM MHPPACTPYKTYPHI;

— 0a3oBbI€ MPOTOKOJIBI U TEXHOJOTUH JIOKAJIBHBIX CETEH;

— MPHUHIUIIBI  T[OCTPOEHUS BBICOKOCKOPOCTHBIX  JIOKAJIbHBIX
ceTel;

— CcTaHJapThl Kalejei, OCHOBHBbIC BHUIbl KOMMYHUKAITMOHHBIX
YCTPOMCTB, TEPMHHOB, TOHSITHH, CTaHJAPTOB U THUIIOBBIX
AJIEMEHTOB CTPYKTYPUPOBAHHOMN KaOEIbHOW CHCTEMBI.

2.3. KoauyecTBO 4YacoB, OTBOAMMOE HA OCBOeHHEe NPO(ecCHOHAIBLHOIO

MOIYJIs:

Bcero gacos — 923 yaca, B TOM 4HCJIE:

Ha ocBoenue MJIK - 503 gaca, Bkirrogasi:
00s13aTeNIbHON ayAUTOPHOM yueOHOM Harpy3ku oOydaronierocsi—434 vaca;
CaMOCTOATENLHOM paboThl 0Oy4Jaromierocsi— 69 yacos;

Ha IIPAKTHUKHU:

yueOHyto — 180 yacos;
npousBocTBeHHYI0 —180 yacos.




3. CTPYKTYPA U COAEP KAHUE NTPO®ECCUOHAJIBHOI'O

MOAYJIA IIM.01 BBIIIOJIHEHUE PABOT I10 ITIPOEKTHPPOBAHHUIO
CETEBOM UH®PACTPYKTYPbBI

3.1. TemaTnuecKuii JIAH NPO(eCCHOHATBHOI0 MOAYJIS

O0beM BpeMeHHU, OTBe/IEHHbI HA

0CBOEHME MEKIUCHMIUIMHAPHOIO Kypca Tpaxruia
(KypcoB)
Oos3aTenpbHas (l’::[l:;c?;gfg
ayquTopHasi yueOHasi 06 qall{)) eroc
HaumeHnoBanus Harpy3ka o0y4aomerocs yHatom IMpousBoacrs
Kon Bcero 1 p
pa3szesioB eHHasi
npogeccCHOHAIbLHBI 4acoB B T.Y.
. npogeccnoHaIbHOT B T.4., B T.4., (o nmpogpuiro
X KOMIIeTeHIMi J1abopaTo
0 MoyJIsi Hbre KypcoB KypcoB CHEenHATBLHOC
Beer |P as Beer |as T™H),**
pa6oThI U
o, DAKTHYE padora |o, padora 4acoB
yacos |"P (nmpoek |4acoB |(mpoex
cKHe
3aHATHS B 1
HacOB 4acoB 4acoB
1 2 3 4 5 6 7 8 10
[IK1.1 MJIK.01.01 144 | 110 46 14
K 1.2 KomnbrotepHsbie
K 1.3 ceTu
[IK 1.4
K 1.5
[IK1.1 M/IK.01.02 401 | 324 152 20 55
[IK 1.2 Opranuzanus,
[IK 1.3 TIPUHIIATIBI
IIK 1.4 IIOCTPOEHHUS U
K 1.5 (byHKIMOHHPOBA
HUA
KOMITBIOTEPHBIX
ceTen
K 1.1 YueOHas 180
K 1.2 IIPaKTHKA, YaCOB
K 1.3
[IK 1.4
K 1.5
MK 1.1 [TpousBoncTeenn | 180
K 1.2 asi MpaKTHKa,
K 1.3 4acoB
[IK 1.4
IIK 1.5

Bcero:

905




3.2 TemaTnueckuii IJIAaH U co/iep:KaHNe 00yYeHHUSs
1o npogeccuoHaabHoMy MoayJaro (ITM)

HaumenoBanue | Coaep:kaHue ydyeOHOro MatepuaJa, jaboparopubie |Oobem | Koabl
pa3aesioB padoThI M NPAKTHYECKUE 3AHATHS, 4acoB | KOMIIETEH
npogeccHoHAJILH | CAMOCTOATEIbHAS PadoTa 00y4aromuxcsi, KypcoBasi uii,
0ro MOaYyJisl padora (mpoekT) ¢popmupos
(IIM), aHMIo0
MeKIUCHUILINHA KOTOPBIX
PHBIX KypCOB crnocodcTB
(MAK) u Tem yer
3JIeMEeHT
yueOHoi
AUCIHUILIH
HbI
1 2 3 4
IIM.01 BbinmosHenne padoT N0 TNPOEKTHPOBAHMIO  CETEBOM
HH(PPACTPYKTYPBHI.
MJK.01.01 KoMmnbloTepHbI€e C€TH. 144
Tewma 1. Begenue |Conep:xkaHue yueOHOTro MaTepuasia 30 IK 1.1
B CETEBbIC 1 Kommnbrorepusie cetn. Buabl KOMIBIOTEPHBIX K 1.2
TEXHOJIOTHH. cereil. [yobanmpHblE M JIOKQJIbHBIE  CETH. IIK 1.3
OCHOBHBIE KOMIIOHEHTBI CETEH, CeTeBasl cpelna u IIK 1.4
CETEeBbIE YCTPOMCTBA. TE€XHOIOIMU MOAKIIOYEHUS IIK 1.5
Kk Wurepner. Konseprenrusle cern. KauectBo u
HAJEKHOCTh ceTeil. OCHOBHbBIE MOHSATHUSI CETEBOM
6e3onacHocTH. TeHIeHIIUN Pa3BUTHS CETEH.
2 KoHCOnBHBIM A0CTYN, YAQJIEHHBIH JOCTYIl C
nomouipio Telnet 1 SSH, ucnonb3oBanue mopra
AUX.
3 CeTteBbie MPOTOKOJIBI 1 KOMMYHHUKAIIUH.
KogupoBanue u  mapamerpsl  COOOIIEHUS.
CereBble IIPOTOKOJIBI. B3anmopencrteue
npotokosnioB. Habop mnpotokonoB TCP/IP u
mpolecc 0OMeHa JaHHBIMHU.
4 CereBoit noctym. IIpoTokosbl u  cTaHIAPTHI
¢buznyeckoro ypoBHs. CriocoObl MOJAKIIOUEHUS K
cetu. CereBble wuHTepdelicHpie Mmiaatel (NIC).
Cpensl nepenayn JaHHBIX U UX XapaKTEPUCTUKH:
MPOITYCKHAs CIIOCOOHOCTh, MPOU3BOAUTEIHHOCTb.
Buner Mennbix cereBbix kaOeneii: UTP, STP,
KOAKCHAJIBHBIM.
5 PasHoBHIHOCTH, OCOOCHHOCTH TMPOKJIATKUA U
TECTUPOBAHUS Ka0ernei. Ctpykrypa u
OCOOCHHOCTH  TPOKJIAJKH  ONTOBOJOKOHHBIX
kaOeneil. becnpoBoaHBIE CcpeAcTBa Mepeaadu
nannabix. Crangapt Wi-Fi IEEE 802.11.
6 KananbHbli  ypoBEHb UM  €ro  MOJYpPOBHHU.

Vmupasnenne noruueckuM KkaHaioMm (LLC) wu
VYnpaBieHue JOCTYNOM K CpeAe Iepeadu
nanHeix MAC. CrpykTypa Kajapa KaHaJIbHOIO
YpOBHS M TOPHUHLMIBI €ro  (OpPMUPOBAHUS.
CraHapThl KaHAJIBHOTO YPOBHSL.




dusnyeckass W JOTMYECKAs TOIOJOIHS CETH.
Tomomorun «TOYKA-TOUYKAY, «3Be37ay,
«IIOJIHOCBSI3aHHAS», «KOJIBIIEBASI».
[TomynyruiekcHasi ¥ TIOTHOMYIUIEKCHAsI Tepeaada
nmanHbeix. OcobenHoctu kaapoB LAN, WAN,
Ethernet, PPP, 802.11.

CereBbie  TexHonormu Ethernet. CemelicTBO
cereBbIx TexHojorui Ethernet. [Tpunuun paboTsr
Ethernet. OcHoBHas wuHdoOpmamus o MoOpTax
KOMMYTaTopa.

CerteBoil ypOBEHb B MpOLECCE NIEPENAYN JAHHBIX.
[Iporokonel  cereBoro  ypoBHA. (OCHOBHBIE
XapaKTEPUCTUKHU IP-tipoTokomna. Mertob1
MapuIpyTH3aiuu Y3JIOB. YcerpolicTBo
MapuipyTuzaropa —  MpOLEccop,  MaMsTh,
OIepalMOHHas CUCTEMA.

10

[logkmroueHne K  MapuIpyTHU3aTopy  uepes
pasnuuHble  1mOpThl.  HacTpoilka  HCXOIHBIX
apameTpoB, uHTepdeicos, HUTI03a o
YMOJTYAHUIO u JIPYrux XapaKTEPUCTUK
MapIIpyTH3aTOPA.

11

TpancrioptHblii ypoBeHb. Ha3znauenuwe u 3amaum
TPAHCIIOPTHOT'O YPOBHSI.

12

IP-agpecanms. Ctpykrypa IPv4-anpecos. CereBas
u y3noBas uacte [P-agpeca. IlpeoOpaszoBanue
aJpecoB MEXKJY JBOMYHBIM U JECATEPUYHBIM
MPECTABICHUEM. IIpucBoenue y3I1y
cTaTUYecKoro u JumHamuueckoro IPv4-aapeca.
Mmuoroanpecnass  nepenava. [lyOnuunsie u
YaCTHBIE [Pv4-anpeca. IPv4-anpeca
crieManbHOro HasHaueHus. IIpucBoenue [P-
aJIPECOB.

13

Paznenenue IP-ceTeit Ha mojceTH.

Cermentanust [P-cereit. OOMeH JaHHBIMU MEXIY
noacersiMu.  IlmanupoBanue — agpecariu B
MMOJCETSX. PacueTHbIC (hopMyIibt TS
cerMeHTaluu ceTu. Pa3Ouenue Ha MOACETH Ha
OCHOBE TpeOOBaHMH Yy3JI0B U  CeTed, B
COOTBETCTBUH c TpeOOBaHUSAMU CeTeH.
Omnpenenenne Macku mojceTd. PazOueHue Ha
MOJCETH C HUCIIOJIb30BAHUEM MAcKU MEPEMEHHOU
mmnbl (VLSM). basoBas mojens u HazHaueHUe
omokoB  ampecoB  VLSM. [TnanupoBanue
aapecanuu cetd. OCOOEHHOCTH MPOEKTUPOBAHUS
IPv6-cern. Pazouenue Ha  IIOJCETH c
MCIIOJIb30BaHNEM HIeHTU(UKAaTOpa nHTEpdeiica.




14 | YpoBeHb MPUIIOKECHHH, YPOBEHb MPEICTABICHUS
u CEaHCOBBIN YPOBEHb. ITpumepsl
pacrnpocTpaHEeHHBIX MNpuiokeHuid. [IpoTokoss
ypoBHs npwiioxeHuit. Ognopanroseie cetu (P2P).
Mopnenr  Tuma  «kJaueHT-cepBep».  O030p
npotokoinos HTTP, HTTPS, SMTP, POP wu
IMAP. Cnyx6a nomenusix umén (DNS). ®opmar
coobmenuii  u  wmepapxus  DNS.  Yrtumura
«nslookupy. Cinyx6a DHCP. IIpotokon nepexaun
¢aitnoB  (FTP). IIporoxon oOmena Onokamu
cepBepHbIX coobmenuit  (SMB). Konnenmuu
«Bceoobemmomuii urepuer» BYOD. [locraBka
JAHHBIX 10 KOHBEPTEHTHBIM CETSIM.

15 |IInmanupoBanue u CO3/IaHUE HEOOJIBIION
KOMIIBIOTEPHOW CETH: ONPEIEICHHUE KIIIOUEBBIX
¢dbakTopoB, BBIOOp TOMOJOTMH U  CETEBBIX
YCTPOMCTB, BBIOOpP M HACTpOHKa MPOTOKOJIOB,
CHCTEMBI ajpecanuud. Mepbl 1Mo 00ecredeHuro
0€30MacHOCTH CEeTH. YSI3BUMOCTH U CETEBbIC
ataku.  Pa3BenpiBarenbHble  aTakd,  ATaku
nocryna, Otka3 B oOciyxuBanuu (DoS-arakm).
PesepBHoe  komupoBaHue, OOHOBIEHHE U
YCTaHOBKA HCHpAaBJICHUI. MeXCeTeBble 3KpaHbl.
Aytentudukanus,  aBTopu3amus M Y4€T.
Bxnrouenue nporokona SSH.

@ainioBble  CUCTEMBI  MAapLIPYTHU3aTOPOB U
KOMMYTaTOpoB. Pe3epBHOe KomupoBaHHE U
BOCCTaHOBJICHHE C TIOMOIIbIO TEKCTOBBIX (haiiiios,
IIPOTOKOJIA TFTP, USB-nakonurens.
BerpoeHHsbie CITY>KOBI MapLIpyTU3ALHNH.
[Tonnepkka  OECHPOBOAHBIX  MOAKIIOYEHUH.
HacTpoiika BCTpO€HHOI0 MapIIpyTU3aTopa.

CamocrosiTesibHas padoTa 00yyauuxcst

Cucrematnueckass npopabOTKa KOHCHEKTOB 3aHSTHH,
y4eOHOI U criennanbHOM TEXHUYECKOH TUTepaTyphl.
KoHcnekTupoBanue Tekcra, pabora cO CIOBapsMH U
CIPaBOYHMKAMH, O3HAKOMJIEHME C HOPMaTUBHBIMU
JOKYMEHTaMH, yueOHO-HCCIIeJoBaTeNbcKas paboTa npu
caMOM HIMPOKOM HCIosIb30BaHUM VIHTEepHETa U Ipyrux
IT-TexHonoruii. IToaroroBka co001IeHU I K
BBICTYIJICHUIO Ha CEMHHapaX U KOH(EpeHLHUsX;
MOArOTOBKAa pedeparoB, AokianoB. lloaroroBka
na0opaTOpHBIM M MpPaKTHMYECKUM  paboTtam ¢
HCIIOJIb30BAHUEM METOJNYECKUX  pPEKOMEHAAlMH
Mpeno/aBaTes, oopmieHne nabopaTopHO-
MPAKTUYECKUX paldoT, OTYETOB M TMOATOTOBKA K HX
3aIlnTe.

Tema 2.
[TpuHIUIIBL
MapUIpyTU3ALUU U

Copep:xanue y4eOHOIro MaTepuasa
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IIK 1.1
I[IK 1.2
IIK 1.3




KOMMYTallWH.

OO0benHEHHBIC CETH. Uepapxus B
KOMMYTUPYEMOH ceTu. Poilb KOMMYTHpYEMBIX
cereil. Kommyrupyemas cpena. [IuHamumyeckoe
3aIl0JIHEHNE TaOIHIIBI MAC-anpecoB
KOMMYTaTopa. MeTtobl NIEPECHUIKU Ha
koMmyTaTope. Kommyranus ¢ mpomMeXyTOYHBIM
xpaHeHueM. CKBO3Hass KOMMYTalIUs.

KommyTannonHbie JIOMEHBI. CHmxeHue
MIEPErpy30K CETH.

OcHOBHbIE KOHILICTILINT u HacCTpoOMKa
KOMMYTalUU. [lepBoHavyasibHass ~ HAcTpoOMKa

KOMMyTaropa ¥  BOCCTAHOBJIEHHE  IIOCIE
cucreMHoro cb6osi. Hactpoiika poctyma st
0a30BOTO ympaBlieHHs KomMMyTatopoMm c I[Pv4.
HynnekcHas CBSI3b. Hacrpoiika IOpPTOB
KOMMyTaTopa Ha (u3nueckoM ypoBHEe. DyHKIUSA
ABTOMATUYECKOTO OMNpeNeleHus Tuma Kkabems
(Auto-MDIX). IlIpoBepka HacTpoek mopTa
kommyTtaropa. [louck u ycrpanenue npodiem Ha
YpOBHE JIOCTYIIa K CETH.

besomacHocth  kKOoMMyTaTtopa.  3allMUIEHHBIN
yAAIEHHBIN JOCTYII. Hactpotika SSH.
Pacnipoctpanénnsie  yrpo3sl  0€30I1aCHOCTH:
nepenonHenue Tadauusl MAC-anpeco, DHCP-
cny(uHr, UCIIOJIb30BaHUE YSI3BUMOCTEN
npotokona CDP, Ataku Telnet u ap. Aymut u
IPAaKTUYECKHE PEKOMEHAALUU MO 00ecrneueHuro
Oe3omacHocTH  ceTu. be3zomacHocTs  mopTa
KOMMYTaTopa. OrtcnexuBanue DHCP
coobuienuit. @DyHkMs 06e30MacHOCTH  MOpTa.
Bunnt 3aIUTEI MAC-anpecos. PexxuMmel
pearupoBaHMs Ha HapylleHHe Oe30IacHOCTH.
IIpoBepka u HacTpolika nopTOB. IIpoTokoi
cereBoro BpemeHu (NTP).

Bupryaneusie nokaneHble cetu  (VLAN) —
KJaccu(uKaluss M OCHOBHBIE XapaKTEPUCTHUKU.

Tpankn  BHpTyanmbHbIX  cerel.  KoHTpoib
HIMPOKOBEIIATENbHBIX JOMEHOB B ceTsix VLAN.
TerupoBanue KaJIpOB Ethernet JUISE

uaentuduxauu cetu VLAN. Ceru native VLAN
u terupoBanue crangapra 802.1Q. TerupoBanue
rosjocoBoi VLAN. Peanuzauum BHpPTyaJlIbHOU
JOKaJIbHON ceTu. Ha3HaueHune mOpTOB ceTAM
VLAN. Hacrtpoiika  TpaHKOBBIX  KaHaJIOB.
[TpoToKoN AMHAMUYECKOTO CO3/IaHUSI TPAHKOBOT'O
kanana (DTP).

ITouck u ycTpaHeHHE HENOJIAOK B BUPTYaIbHBIX
JOKAJbHBIX CETSIX M TPAaHKOBBIX KaHAJaX.
[Tpobnembr ¢ IP-ampecanmeit cetu VLAN.
HecoBragenuss pexuMOB TpPaHKOBOM  CBSI3H.
[TpoexTrpoBanue M obecrieueHue OE30MaCHOCTH
VLAN: hopping, cny¢puHr KoMMyTaropa, aTaka ¢
nBoitHbIM  TerupoBanueMm, Cetrb  PVLAN
nepumerpa. IIpakTudyeckue peKOMEHIAUMU 110
IIPOEKTUPOBAHUIO BUPTYAIBHON JIOKAJTbHOM CETH.

IIK 1.4
IIK 1.5




Hacrtpoiika  mapmpyruszaropa. MexaHu3mbl
nepecbuUlkd nakeroB. [loakmtoueHne u HacTpouika
ycTpoicTB. CBETONMOOHBIE HMHJIMKATOpPbl HA
MapuipyTuszarope. AKTUBanus W HacTpoiika [P-
agpecauun. IIpoBepka CBA3HOCTH CeTEd C
npsMbeIM - nojkiIroueHreM. [IpoBepka HacTpoek
untepdeiica. DunbTpanvs BBIXOIHBIX JTaHHBIX
KoMaHa «show». Kommyranus mnakeTtoB Mexay
CETSIMH. OyHKIUA KOMMYTaluu
Mapuipytusaropa. MapmpyTuzanus — [akeToB.
Onpenenenne nytu. [Iponecc npuHATUS penieHUs
0 TMEepechUIKe TaKeToB. BBIOOp onTHManbHOTO
nyru. IIporokonst RIP, OSPF, EIGRP.
Pacnipenenenne Harpysku. AJIMHHHCTPUPOBAHUE
paccrosHue (AD) u HaaeXHOCTh MaplIpyTa.
AHanu3 TaOnuI[ MaplIpyTHU3allUd — HWCTOYHUK
JIAHHBIX, HNPUHIUIIBI dbopmupoBanue
BO3MOXXHOCTH HACTPOWKHW. 3amuch  TaOIHIIbI
MapuipyTH3aluu  JUisi  CceTed C  NpsAMBIM
MOJKJIFOYEHUEM. 3aganue CTaTUYECKUX
MapuipyToB. [IpoTokoJib JMHAMHUYECKOU
Mapuipyruzauuu cereit [IPv4 u IPv6.

[TpuHtnel  pabOTHl  MapIIPYTH3AIMHA  MEXIY
VLAN. Hacrtpoiika wmapuipyTu3anuu Ha 0aze
MapuUIpyTU3aTOPOB C HECKOIBKUMHU (PU3NUECKUMU
uHTepdeiicamuy, c HCI0JIb30BaHUEM
KOH(UTYyparuu router-on-a-stick, yepe3
MHOTOYpPOBHEBBI  KoMMmytarop.  [IpoGnembl
Mapmpytuzanun  Mexay VLAN.  IIposepka
KOHQUrypallud  KOMMYyTaTopa M  HAacTpPOEK
Mapuipytuzaropa.  Hemomanku B pabore
untepdeiica. OmmbOku B [P-ampecax m mackax
nojcetu. Hactpoiika n pabora KoMMyTaluu Ha 3-
M ypoBHe. Mapumpyruzanus Mmexay VLAN uepes
BUPTYaJbHbIE uHTepdeich KOMMYTAaTopa,
MapuIpyTuzupyemble  nopTel. Henomaaku B
HACTpOMKax KOMMYyTaTopa 3-ro YpOBHs.




[Ipenmyiectna U 3a1a4n CTaTHYECKOU

MapIIpyTU3aLUH. Tunsl CTaTUYECKUX
MapLIpyTOB: CTaHAApPTHBIA, MO YMOJIYaHHUIO,
CYMMApHBIH, TJIABAOLLUM. Hacrporika

cratnueckux mapupyroB IPv4 u IPv6. Komanna
«p routey. MapuipyT CleIyIOIIEero mnepexoa.
Hanpsmyro MOJKJIFOYEHHBIN CTaTHYECKUMN
MapuipyT. [loJHOCTBIO 3aJaHHBIA CTAaTHYECKUN
MapuipyT. HacTtpolika craTudyeckoro Mapuipyra
no  ymomyanutro.  KiaccoBas — ajpecanus.
KinaccoBeie macku moacetu.  becknaccoBas
MEXJIOMEHHAas MapLIpyTU3aus CIDR.
O0benunenue MapIIpyTOB. Opranuzanus
cynepcereid. Mcnonb30BaHME MAacOK MOJCETH
¢ukcupoBannoit anunasl (FLSM). Macka noacetu
nepemennoit  mmubel  (VLSM).  Hactpoiika
CyMMapHbIX M  IUIABAIOUIMX  CTATUYECKUX
MapupytoB. Pacuér cymMmapHOro mapupyra.
OO0benuHeHue cereBbIX anpecoB IPv4 u IPVG.
[Touck m ycTpaHeHue HEMONAAOK B HACTPOMKax
CTaTUYECKOI0 Mapuipyra M Mapupyra Io
YMOJIYAHUIO.

IIpoTOKONBI MHAMMYECKOW MApHIPYTU3ALUU —
Ha3Hau€HUe, MPUHLMIBI paboOThl U  HCTOPUS
pazButua.  CpaBHEHME  JMHAMHUYECKOM U
CTaTUYECKON MapUIpyTU3aLUu. [IpuHIHATIBL
paboThl MPOTOKOJOB MAapUIPyTU3ALMU: ITYCK
I0CJIE BKJIFOYECHUS IIATaHHUS, CereBoe
oOHapyXeHwue, O6men JTAHHBIMU
Mapuipytuzanuu, ObecrnedeHne CXoJMMOCTH.
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Knaccugukanus mnpoTOKOJIOB MapLIpyTHU3ALUU.
ITporoxoner IGP wu EGP. [ducraHunoHHO-
BekTopHble mpoTokosibl RIP, IGRP. Ilporokosnst
MapupyTu3auuu no cocrosHuro kaHaia OSPF u
IS-IS. KunaccoBeie m OeckiaccoBble MPOTOKOJIBI
MapLIpyTU3aluU. XapaKTEePUCTUKU U METPHUKHU
IIPOTOKOJIOB.
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JnHamuueckas JTUCTAaHIMOHHO-BEKTOPHAS
MapLIpyTU3aLUsL. JMCTaHIIMOHHO-BEKTOPHBIN
aNropuT™M. MexaHu3Mbl OTHPAaBKH U IOJIYYEHUS
JAHHBIX MapLIPYTU3aLUH, pacuéra ONTHUMAJIbHBIX
nyred W J00aBIeHUS MapmipyToB B TaOJIUIY
MapLIpyTU3alud, OOHApY>KEHUS U pearupoBaHUs
Ha U3MEHeHus B Tonosoruu. Hactpoiika
npotokona RIP: Bkimtouenne RIPv2, oTkitouenue
ABTOMATUYECKOTO  OOBEOUHEHMs,  HacTpoika
NACCUBHBIX HMHTEp(]encoB, mepegaya Mapuipyra
[0 yMOJYaHuio 1o cetu. Hacrpoiika mporokosa
RIPng. IIpouecc mapumpyrusanuu 1o COCTOSHUIO
kaHana. Hello mpoTtokon. makeT CoOCTOSHUS
kaHasia (LSP). JlaBuHHas pacchbulka ITaKeTOB
COCTOSIHUS KaHaja. JIaBUHHas pacchbUIKa NAaKETOB
COCTOSIHUS KaHaJa. Coznanue nepeBa
KpaTyanuumx IyTeH SPF. JloGasnenue
MapuipyroB OSPF B Tabnuiy mapuipyTusaiuu.
Henocratku mpoOTOKOJOB MapUIpyTH3alUMU [0
COCTOSIHMIO KaHaya. Tabmuua MapuipyTHU3aluu.
3anucu ¢ OpsIMbIM MOAKIIOYEHUEM M YAAIEHHOU
cetu. JluHaMuueckH TOJIy4aemble MapLIpyThl
1Pv4/6. IIporiecc moncka Mapuipyra.
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CewmeiictBo nporokonoB OSPF. Xapakrepuctuku,
npuHIMIBL  pabotel U KommoHeHThl OSPF.
OcoOennoctu OSPF st oHOM M HECKOJIBKHX
obacrei. MarucrpanbHas 00J1aCTb.
WNukancymsuus coodmennit OSPF. Tunsl nakeToB
OSPF: mnaker mnpuserctBus (hello), mnaker
omucanus 6a3pl nanueix (DBD), maker 3ampoca
cocrossHust kaHanma (LSR), maker oOHoBieHus
cocrosiHus kanana (LSU). maket moarBepkaeHus
cocrosiusi  kanama  (LSAck). OOGHoBnenus
coctosiHus KaHana. Paboume cocrosHusi OSPF.
Breinenennsiii (DR) u pesepBHBIN BbIIETCHHBIN
mapupytuzarop (BDR). Cunxponuzanus 6a3
nanubix OSPF. Hactpoiika OSPFvV2 anga onnHoi

o0nacTH. Pexum KOH(UTyparuu
UIEHTU(DUKATOPHI MapLIpyTU3aTOopa.
Hcnonp3oBanne uHTepdeiica loopback.

Bxmtouenue OSPF na unTepdeiicax. [llabnonnas
macka. Komannma  «network».  Hacrtpoiika
naccUBHBIX wuHTepdeiicoB. dopmyrna pacuéra
metpuku croumoctr OSPF. Hacrpolika 3Hauenuit
IIPOITYCKHOM CIOCOOHOCTH uHTepdeiica.
IIpoBepka coceqHMX  YCTPOWCTB, HACTPOEK
IPOTOKOJIAa, JAaHHBIX Ipollecca U JPYTHux
xapakrepuctuk OSPF. CpaBnenne OSPFv2 u
OSPFv3. Anpeca tmna link-local. Tomonorus
cetru OSPFv3. Hactpoiika wuneHTudukatopa
mapupyruzaropa OSPFv3. Bxmouenne OSPFv3
Ha UHTepdeicax.
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Croucku xonTponst noctyna (ACL). Ilpunnumn
pabotst ACLcnuckoB. Tunsr ACL-cinckoB Cisco
s [Pv4. TlpucanBanue HomepoB U UMEH ACL-
cnuckaMm. Pacuér mabmonnoit macku B ACL-
cnuckax. PexkomeHpauum 10 CO3JaHMIO U

pa3MenIeHuIo ACL-cruckoB. Pa3smemenue
CTaHAapTHBIX M pacmupeHHblx ACL-cruckos.
Hacrpoiika CTaHJIApTHOTO ACL-cnucka.

[Ipumenenue cranpaptabix ACL-cnuckoB Ha
unrepdeiicax. Kommentapuu k ACL-crimckam.
[IpoBepka U penakTUPOBAHHME CTAHJIAPTHBIX
HymepoBaHHbIx ACLcnuckoB. ACL-crarucruka.
3amuTa noptoB VTY ¢ mOMOIIBIO CTaHIAPTHOTO
ACL-cniucka IPv4. CrpykTypa u HacTpoiika
pacmmpenublx  ACL-cnuckoB s [Pv4.
QunpTpanus  Tpaduka ¢  HCIOIB30BAHHEM
pacmpenHbix ACL-criuckos.

[Touck u ycrpanenue Henonaaok ACL-crnuckos.
Pacnpoctpanénunbie  ommbku  ACL-cruckos.
CpaBuenne ACL-cnuckoB musi [Pv4 u IPv6.
Hacrpoiika u nposepka ACL-cniuckoB ais [Pv6.
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[Tporokon DHCP. DHCPv4: 6a3oBas omeparus,
¢dopMaT cooO1IeHN, coo0IIeHNs] OOHAPYKEHUS U
npeiokeHus.  Hactpoiika,  mpoBepka U
perpancismuss  npocroro  DHCPv4-cepsepa.
Hacrpoiika  mapmpyrus3atopa B KayecTBe
DHCPv4-xnuenta. Hactpoiika Mapuipytuzaropa
kiacca SOHO. [louck u yctpaneHue HENoJIaZ0K B
pabore wmapmpytuzaropa DHCPv4. IIpotoxon
DHCPv6. ABromarnueckas HacTpoWKa ajapeca
06e3  orcnexuBaHus  cocrossHus  (SLAAC).
[Tpuniun padorsr SLAAC ¢ DHCPv6. DHCPv6 ¢
u 0Oe3 orciexuBaHus cocTosHus. [Iporeccs
DHCPv6. Hactpoiika  MapumipyTuzatopa B
kauectBe DHCPv6-cepsepa 1 DHCPv6-knnenTa.
[Touck u ycTpaHeHHWE HEMNOJaJA0K B padboTe
DHCPV6.
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[IpeoOpazoBanue  cereBbix  aapecoB  [Pv4.
KonnenryanbHoe  mpeoOpa3oBaHHE  CETEBBIX
aapecoB (NAT). TepMuHONIOTHS M HPUHLUIBI
pabotel NAT. IIpoctpanctBo uacTHbIX [Pv4-
aapecoB.  Crarhueckoe U JUHAMHYECKOE
npeoOpazoBanue ceTeBbix  anpecoB  (NAT).
[Ipeobpa3zoBanue aapecos moptos (PAT).
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CpaBuenue NAT wu PAT. IlpeumymectBa u
Henoctatkn  NAT. AHanmu3  cTaTUYECKOIO
npeoOpazoBanusi  NAT. Ilpunuun  paGoTbl
nuHamudeckoro NAT Hacrpoiika u mpoepka
NAT, PAT. Ilepeanpecauust noproB. Hacrpoiika
NAT u nporokona IPvé.

[Touck u ycTpaneHue Henona ok B padbore NAT.

CamocrosiTesibHAs paboTa 00y4alOUIMXCS




Cucremarndeckasi mpopabOTKa KOHCIIEKTOB 3aHSTHH,
y4eOHOI U criennanbHOM TEXHUYECKOH TUTepaTyphbl.
KoncnektupoBanue Ttekcra, pabota co ClIOBapsiMH U
CIpPaBOYHHUKAMHU, O3HAKOMJICHHE C HOPMATHUBHBIMHU
JOKYMEHTaMH, y4eOHO-HCCIIeIOBATENIbCKas paboTa mpu
caMOM IIMPOKOM HMCIOJIb30BaHUU VIHTEepHETa U Ipyrux
IT-Texnomorut. IToaroroBska coo0IIEeHn K
BBICTYIUICHHUIO HAa CEMUHapax U KOH(pepeHIHsX;
MoAroToBKa pedeparos, nokiaanoB. IloaroroBka
7a00OpaTOpHBIM ¥ MPAaKTHYECKHMM  pabotam ¢
WCIIOJIb30BAHUEM METOAMYECKUX  PEKOMEHJalui
MpernojaBaTeis, odopmiieHne naboparopHo-
MPAKTUYECKUX paboT, OTUYETOB W MOATOTOBKA K UX
3alluTe.




IlepeyeHnb J1a00PATOPHBIX 3AHATHI

ba3oBas HacTpolika KOMMYTaTOpa.

Hactpoiika napamMeTpoB 6€30MaCHOCTH KOMMYTaTOpa.

Hactpoiika nmporokona SSH.

Hacrpotika ¢pyukuuu Switch Port Security.

[Touck u ycTpaHeHue HemoiaI0K B CUCTEME O€30MacHOCTH MOPTOB
KOMMYTarTopa.

OTpaboTKa KOMILJIEKCHBIX IPAKTHYECKUX HABBIKOB.

Kondurypamus cereit VLAN 1 TpaHKOBBIX KaHAJIOB.

[Touck u ycTpaneHue Hemona ok B kKoHpuryparuu VLAN.
Peanuzanus cucremsl 6e3omnacHoctu ceti VLAN.

Peanuzanus cereit VLAN nis cerMeHTanuu cetei npeanpusiTuii Majaoro u
cpenHero Ou3Heca.

Hcnonb3oBaHue KoMaHabI traceroute At 0OHAPYKEHUS CETH.
JIOKyMEHTUPOBAHUE CETH.

Hacrpoiika untepderico [IPv4 u IPv6.

HacTtpoiika u mpoBepka HEOOJBIIONH CETH.

HccnenoBanue MapipyToB ¢ IPSIMbBIM MOJKIIOYEHUEM.

CocraBnenue cxemsbl cetu IHTEpHET;

Hacrpoiika 6a30BbIX TapaMeTPOB MapUIPyTHU3aTOPa C TOMOIIBIO
untepdeiica komanauou crpoku (CLI) cucrems! Cisco I0S;
Hactpoiika 6a30BbIX mapameTpoB MapuipyTu3atopa ¢ nomoiso CCP.
Hactpoiika mapupyruzanuu mexay VLAN i kaxxaoro uarepdeiica;
Hacrpoiika mapmpyruzaunu mexxay VLAN Ha ocHoBe crannapta 802.1Q u
TPaHKOBOT'O KaHaJa;

[Touck 1 ycTpaHeHHe HEMOJIAJ0K B MapIIpyTU3aluy Mex1y ceramu VLAN.
HacTtpoiika ctatnueckux mapiipyros [Pv4/IPv6 no ymonuanuio;
Pa3paborka u peanuzanus cxemsl aapecanuu [Pv4 ¢ ucronp3oBaHreM
VLSM;

Pacuér cymmapubix mapupyros IPv4 u IPv6;

[Touck u ycTpaHeHHe HEMOMA0K CTaTHYeCKUX MapipyToB [Pv4 u IPv6.
HccnenoBanue cXxoIuMOCTH;

CpaBHeHHE METO/10B BbIOOpa IyTH B rpoTokosax RIP.

Hacrpoiika mporokonoB RIPv2 u RIPng.

Hacrpoiika 6a3oBoro nporokona OSPFv2 ans ognoit obnactu;
basosas HacTpoiika nmporokosna OSPFv3 mist ogHolt ob6nacru.
Harnsnnoe npencrasnenue paborsl ACL-crincka;

Hacrpoiika ctannaptasix ACL-crinckos;

Hactpoiika ctannapTHbeix ©iMeHOBaHHBIX ACL-criickoB;

Hacrpoiika ACL-cniucka st muauid VTY;

Hacrpoiika pacmmpennbix ACL-CiuckoB 17151 pa3IMYHbBIX CIICHAPUEB;
[Touck u ycrpanenue Henonagaok B padore ACL-crnuckos;

Hactpoiika ACL-cnuckos IPv6.
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OT1paboTKa KOMIJIEKCHBIX TPAKTHUECKHUX HABBIKOB.

Hactpoiika u npoBepka crangapTHbiX ACL-ciuckos;

Hactpoiika u npoBepka orpanuuenuiit VTY.

Hacrpoiika u mpoBepka pacuupeHHbix ACL-cicKoB;

[Touck u ycTpaHeHue Henosan0K B HacTpoiike u pazmeneHun ACL-
CIIMCKOB;

Hactpoiika u nposepka ACL-criuckos st IPv6.

bazoBas nacrpoiika DHCPv4 na mapuipyrusarope;

bazoBas nacrpoiika DHCPv4 na kommyTaTope;

ITouck u yctpanenue Henoznanok B padore DHCPv4;

Hacrpoiika cepepa DHCPv6 6e3 oTclie:)KuBaHus COCTOSTHUS U C
OTCJIC)KUBAHUEM COCTOSTHUS,

[Touck u yctpanenue Henonanok B pabore DHCPv6.

Hacrpoiika nmporokona DHCP ¢ momomnisto komana Cisco 10S;
OTpaboTKa KOMILJIEKCHBIX IPAKTHYECKUX HABBIKOB.

Nzyuenue npunnuna padotsl NAT;

Hactpoiika ctarndeckoro u nuHamuyeckoro NAT;

Peanuzanusa cratudeckoro u quHamudeckoro NAT;

HacTtpoiika nepeagpecanuu nopToB Ha Mapiuipytuzarope Linksys;
[TpoBepka, MOKCK U yCTpaHEHHE HEoJIanok KoHpurypamuit NAT;
OTpaboTKa KOMILJIEKCHBIX IPAKTHYECKUX HABBIKOB.

Hactpoiika nunamuyeckoro u ctatuueckoro NAT;

Hactpoiika NAT-nyna ¢ neperpyskoii u PAT;

[Touck u ycTpanenue Henoiaaok KoHburypauuii NAT.

M/K.01.02 Opranmsanmus, NPUHLIMIIBI NOCTPOCHHUA u| 401
(pYHKIHOHUPOBaHNSI KOMIIbIOTEPHBIX CETEN.

Tema 1. Copep:xanue yueOHOIro MaTepuaJia 80 IK 1.1
Mapmpyrusanus u |1-2 | Peanuzanus IPOEKTa CeTH. [Tpoekt IIK 1.2
KOMMYTalUs. uepapxuueckoil cetu. Pacmupenue cetu. Boibop IIK 1.3
MacirabupoBasu CETEBBIX YCTPOMNCTB. IIK 1.4
€ ceTel. 3-4 |KoMMyTalnuoHHOE 000pyI0BaHUE. IK 1.5

MapipyTu3aropsl. Y npasisitone yCTpoiCcTBa.
5-6 |IlonsTHs IIPOTOKOJIA spanning-tree.

[MpennazHaueHne  TpoOTOKONAa  Spanning-tree.
[Tpunuun padotsl STP. Tumnsl nporokonos STP.

7-8 |Hacrpoiika nporokona STP. Hacrpoiika PVST+.
Hactpoiika Rapid PVST+. IIpobiemsl HacTpoiiku
STP.

9-10 |OcHOBHBIE TOHSTHS arperupoBaHMs KaHAJOB.
ArperupoBanue kaHanoB. [lpunuun paOoTsl
EtherChannel. Hacrpoiika arperupoBaHUs
KaHaJIOB.

11- |Hacrtpoiika EtherChannel. IIpoBepka, mouck u
12 |yctpanenue Henonanok B padbote EtherChannel.

13- |Konnenuuu OecnpoBoaHO# cBsi3u. BBenenue B
14 | GecripoBOJIHYIO CBSI3b.

15- |Komnoneutsl cereii WLAN. Tomosornu cereit
16 |WLAN 802.11. [IpuHmmIs! paboThI
OeCcTpOBOHOM JIOKAJTLHOM CETH.

17- |Crpykrypa kagpa 802.11. ®DyHKIHMOHUpOBaHHE
18 |GecnpoBoaHOI cBsA3M. YTpaBieHHE KaHAJIAMHU.

19- |Be3omacHOCTh OECIPOBOTHBIX JIOKATHHBIX CETEH.
20 |VYrpozer gana  cerer  WLAN. Ooecneuenue
6e3omacHoctn WLAN.




21- |Hactpoiika OeCIpOBOJHBIX JIOKQJIBHBIX CETEH.
22 |Hactpoiika 0ecrnpoBOJHOTO MapIIpyTHU3aTOPA.
Hacrpoiika OecripoBOJHBIX KJIHEHTOB. [lonck u
ycTpaHeHHUe HenoJaok B pabote cereid WLAN.

23- |Pacumpennsie napametpsl nporokoia OSPF mms
24 |onmHo oOmactu. MapmpyTtu3anus Ha YpOBHAX
pacripesielieHus U spa.

25- |OSPF B ceTsix C MHOXECTBEHHBIM JOCTYIIOM.
26 |Pacmpoctpanenue wmapuipyra IO yMOJYaHUIO.

Tounas Hactpoiika unTepdericoB OSPF. 3ammura
OSPF.

27- |YcTpaHEHHE HEIMOJAJOK pealu3alii MPOTOKOJIA
28 |OSPF gna ommoit oOmactu. CocTaBigrolye
MPOLICAYPHI MMOMCKA W YCTPAaHEHUS HEMOJAJ0K B
pabote OSPF st ogHOM 0o6nacTw.

29- |Ilouck u yCTpaHEHHE HETOJIa/I0K B
30 |mapmpyruzauuu OSPFv2 nns ogHolt oGnactu.
[Touck u ycrpanenue Henonanok B OSPFv3 s
OJIHOI 00J1acTH.

31- |Ilpuamun pabotet OSPF  mns  HeckoabKHX
32 |o6Omacreir. Hasmauenme OSPF mia HecKoIbKHX
obnacreid. Ilpunuun pabGotsl nakeroB LSA B
OSPF pn1s HECKOJIBKUX 00JIaCTEMN.

33- |Tabimua MapmipyTH3alMd ¥ TUIBl MapIIpyTOB
34 |OSPF. Hacrpoitka OSPF jama HeckonbKux
obnacreri. Hacrtpoitka OSPF nns Heckonmbkux
obnacreii. OOwbeaunenue wmapuipyroB OSPF.
[TpoBepka OSPF st HeckoabKUX oOsacTeil.

CamocrosiTesibHas padoTa 00yYauuxcst

Cucrematnueckas npopabOTKa KOHCHEKTOB 3aHSTHH,
y4eOHOI U criennanbHOM TEXHUYECKOH TUTepaTyphl.
KoHncnektupoBanue Tekcra, pabota co CIOBapsiMH U
CIPaBOYHMKAMH, O3HAKOMJIEHUE C HOPMAaTUBHBIMU
JOKYMEHTaMH, yueOHO-HCCIIeIoBaTeNbCKas paboTa npu
caMOM HIMPOKOM HCIOJIb30BaHUM VIHTEepHETa U Ipyrux
IT-TexHOMOTHIA. [ToaroroBka cooO1IeHU K
BBICTYIUICHMIO Ha CEMUHapax W KOH(EepeHIHX;
MOArOTOBKAa pedeparoB, AokiaaoB. IloaroroBka
nabopaTopHBIM M TMpaKkTUYeCKUM  paboTtam ¢
HCIIOJIb30BAHUEM METOJINYECKUX peKomMeHnauui
Mpeno/aBaTes, oopmiieHnE 1abopaTopHO-
MPAKTUYECKUX paldoT, OTYETOB M MOATOTOBKA K HX
3aluTe.

25

Tema 2.
Coennnaenne
CEeTeN.

Conep:xanue y4yeOHOro MaTepuaJa

1 O0630p TexHONOrMI rHnoOanpHON ceTu. lLlenp
co3fanus Tao0anbHbIX cered. [IpuHuun paboTs
r7100a1bHOM CETH. Bri6op TEXHOJIOTHH
ri1o0anbHoi ceTi. CepBHUCHI I100ATBHOM CETH.

2 WudpacTpyKTypsl YacTHBIX TIJIOOATBHBIX CETEH.
WNudpactpykTypa 0O0MIEAOCTYIHON T100aIbHOM
ceTu. BeIOOp cepBHCOB II100aIbHON CETH.

3 O030p moCIIEA0BATENBHOTO COEUHEHNS «TOUYKa-
Touka». CBA3b IO IOCIIENOBATEIbHOMY KaHamy.
Wunkancynauus HDLC.

80

K 1.1
IIK 1.2
I[IK' 1.3
IIK 1.4
K 1.5
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4-5 |TlpunHiun paboThI MPOTOKOJIA PPP.
[IpeumymectBa npotokona PPP. LCP u NCP.
Ceancet  PPP. Hacrpoiika nporokosa PPP.
Hacrtpoiika mnpotokona PPP. Ayrentudukanus
PPP. Otnanka coenunenniit WAN. Otnanka PPP.

6 Ynanéunas pabora. IlpemmymectBa ymanéHHON
pabotel. busnec-tpeOoBaHus IS yIaIEHHBIX
pabOTHHUKOB. CpaBHeHMe pelieHuin

MU POKOITOJIOCHOI'O JOCTYIIA.

7 Ka6ens. DSL. BecripoBosiHbIe MHPOKOIOIOCHBIE
cetu. BpiOop pemieHud  IIMPOKOMOJIOCHOTO
noctyna. Hacrpoiika moakmtouenuit XxDSL. O630p
PPPoE. Hactpoiika PPPoE.

8 Cetu VPN. OcuoBbl cereri VPN. Tumbel cereit
VPN.

9 Tynnenn GRE mexny oobektamu. OcuoBbl GRE.
Hactpoiika TynHeneit GRE.

10 |OOmme cBeaeHust o6 IPsec. 3ammura mpoTokoa
IP. Crpykrypa mnpotokona IPsec. VY nanéuusiit
JIOCTYII.

11 |Pemenuss VPN nns ymanéunoro noctyma. Ceru
VPN ynai€HHOro a0cTyna ¢ HCIOJIb30BaHUEM
IPsec.

12 |Syslog. Ipunmun padoter Syslog. Hactpoiika
Syslog. SNMP. TIlpunuun pabGorer SNMP.
Hactpoiika SNMP.

13 |NetFlow. [Tpunnun padotsr NetFlow. Hactpoiika
NetFlow. ITpoBepka moeneii Tpaduka.

14 |Tlouck " yCTpaHEHHE HENOJIaZ0K c
MCTIOJIH30BAHUEM CHCTEMHOTO MOIX0/IA.

15- | [doxymentauus no cetu. [Ipouenypa noucka u
16 |yctpaHenus Henonanok. M3onsamus mpobiemsl ¢
MIOMOIIIEI0 MHOTOYPOBHEBBIX MOJIEIIEH .

17- |Otnanka cetu. CpeacTBa MOMCKA U YCTPaHEHUS
18 |memonamok. CHMITOMBI M IPUYUHBI OTIAJIKH
CCTHU. HOI/ICK n yCTpaHeHI/Ie HCITIOJIad0K CBs3U B
cerax IP

CamocrosiTesibHas padoTa 00yYauuxcst

Cucrematnueckas npopabOTKa KOHCHEKTOB 3aHSTHH,
y4eOHOIl U criennanbHOM TEXHUYECKOH TUTepaTyphbl.

KoHncnektupoBanue Tekcra, pabota co CIOBapsiMH U
CIIPaBOYHHMKAaMH, O3HAKOMJICHHME C HOPMAaTHUBHBIMHU
JOKYMEHTaMH, yueOHO-HCCIIeJoBaTeNIbCKas paboTa npu
CcaMOM IIHPOKOM HMCIOJIb30BaHNU VIHTEepHETA U IPyrux
IT-TexHOMOT M. ITonroroska cooOmIeHn i K
BBICTYIUICHUIO Ha CEMHHapaX U KOH(EpeHLHUsX;
MOAroTOBKa pedeparoB, AokianoB. IloaroroBka
na0opaTOpHBIM M TMpPaKTHMYECKUM  paboram ¢
HCIIOIb30BAHUEM METOANYECKUX peKoMeHaauui

Tpeno/aBaTes, oopmieHne nabopaTopHO-
MPAKTUYECKUX paboT, OTUETOB W MOATOTOBKAa K HX
3amruTe.

30

IlepeyeHb NPAKTHYECKUX M J1A00PATOPHBIX 3aAHATHH
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Pa3BepThiBaHNEe KOMMYTHPYEMOMN CETH C PE3EPBHBIMU KaHATaMH.
Hacrpoiika Rapid PVST+, PortFast u BPDU Guard.

Hactpoiika npotokona GLBP.

Omnpenenenre TUIOBBIX OMMOOK KoHpurypauun STP.

Hactpoiika EtherChannel.

ITouck u ycrpanenue Henosaaok B padore EtherChannel.

ArperupoBaHue KaHaJIOB.

Hactpoiika 6ecipoBofHOT0 MapIIpyTU3aTOpa U KIUEHTA.

Hacrpoiika 6a3zoBoro nporokona OSPFv2 mist oqHOM 0o6macTw.

Hactpoiika OSPFv2 B ceTn MHOKECTBEHHOTO JJOCTYIIA.

Hacrpoiika pacmmpennbix ¢yHkiuii OSPFv2.

[Touck u ycTpaHeHHe HEMONAI0K B pabOTe OCHOBHBIX MPOTOKOJIIOB OSPFV2
u OSPFv3 s onHoM 00nacTH.

[louck u ycTpaHeHHEe HENOJAJAOK B paboTe YCOBEPLICHCTBOBAHHOIO
npotokona OSPFv2 st onHoit o6actu.

Brnanenue HaBbIkaMu MOKCKa U yCTpaHEHHsI HeTonaaok B pabore OSPF.
Hacrpoiika OSPFv2 mist HeCKonbKUX 00J1acTei.

Hactpoiika OSPFv3 s Heckonbkux obsacrteit.

ITouck u ycrpanenue nenomnagok B padore OSPFv2 u OSPFv3 nns
HECKOJIbKUX 00J1acTeM.

Hactpoiika 6a3zoBoro PPP ¢ ayrentuduxaimeii.

Otnanka 6a3oBoro PPP ¢ ayrentudukamnmei.

IIposepxka PPP.

Hactpoiika wmapmpyrusatopa B  kadectBe kiueHta PPPoE  ma
noaxirouenus DSL.

Hacrpoiika tynnens VPN GRE no cxeme «rouka-Toukay.

Pa3paboTka TeXHHUECKOTO 00CITy>KUBaHUSI CETH.

Hacrpoiika Syslog u NTP.

N3ydenue mporpaMMHOT0 o0ecrieueHust AJ11 MOHUTOPUHTA CETH.

Hactpoiika SNMP.

CO6op u ananu3 nanubix NetFlow.

WNHcTpymMeHTapuii ceTeBoro agMiUHUCTpaTOpa sl HabIoJeHHSI.

152

KypcoBas paGora

20

YueOHasi npakTuKa

Buasb1 pador:

1. WnCcTpykTaxk mo TexHUKe Oe3omacHOCTU. TpeOoBaHHMS K TEXHHUKE
O6e3onmacHOCTH TIpu  pabote ¢ obopynoBanueM. OTpaboTKa HaBBIKOB
OKa3aHUs NEPBON TOMOIIH.

2. Yyactue B IpOEKTUPOBAHUU CETEBOU NH(PPACTPYKTYPHI.

3. Yyactue B OpraHu3anyy ceTeBOro aIMUHUCTPUPOBAHHUS.

4. DkcryaTanus 0ObEKTOB CETEBOM HHPPACTPYKTYPHI.

5. Y4actue B ynpaBJI€HHH CETEBBIMH CEPBUCAMH.

6. Yuactue B MOAICpHHU3AIMH CETEBON MH(DPACTPYKTYPHI.

7. AHanu3 coOpaHHBIX MaTepUaIoOB U NOJrOTOBKA OTYETA.

180




IIpousBoacTBeHHasi NpakTUKA (M0 NPOGUITI0 CIeNNATbHOCTH) 180
Buasl pador:

1. WHcrpyktax mno TexHuke Oe3omacHocTd. TpeOoBaHHA K TEXHHUKE
Oe3omacHocTH Tmpu pabore ¢ obopymoBaHueM. OTpaboTKa HABBIKOB
OKa3aHHs IEPBOM ITOMOLIH.

2. Yuactue B pa3pabOTKe METOJOB, CPEICTB U TEXHOJOTUN MPUMEHEHUS
00BEKTOB MPOGECCHOHATBHON ACSITEITLHOCTH.

3. [IpoBenenue mnpodunakTHYeckKux padOT Ha 00bEKTax CeTeBO
UHQPACTPYKTYPHI U pabOUUX CTAHIUSAX.

4. VYyactue B HHBEHTApU3allMd TEXHUYECKUX CPEACTB  CETEBOM
UH(PACTPYKTYPHl, OCYIIECTBICHHE KOHTPOJS IMOCTYIHUBIIET0 M3 PEMOHTA
00opyIoBaHUsI.

5. AHanu3 coOpaHHBIX MaTEpPHAJIOB U MOJATOTOBKA OTYETA.

KouncyapTanuu 6
IIpoMe:kyTOUHAsI aTTECTALMSA 36




4. YCJO0OBUSA PEAVINBALINU TPOPECCUOHAJBHOI'O MOAYJIA

4.1. MarepuajibHO-TEXHHUYECKOe olecriedyeHue NMPoGecCHOHATIBLHOI0 MOMYJIsA
IIM.01 BpinosiHeHre padoT M0 NPOCKTHUPOBAHUIO CETEBO MHPPACTPYKTYPbI
Peanuzanus npodeccnoHanbHOTO MOYJIs TpEOyeT HATUMsl Y4eOHBIX KAOMHETOB:
A) KaOGuner ungopMaTuku.

OcHallleHHOCTh Y4e0HOTO KaOuHeTa:

Kommnekt mebenu asist yueGHOTO Ipoliecca

MynsTuMenuiiHoe  00Opy/lOBaHUE: MEpPCOHANbHBbIE  KOMIBIOTEpHl — 12
IT.(MOAKTIOYEHHBIE K JIOKAJIbHOW BBIYUCIUTENBHON ceTh U ceTu «HHTepHeT»):
IIK 3 - ICL RAY S$902.3, mouutop ViewSonic VA2038W-LED; monutop 19"
ViewSonic TFT 19" VA916; cucrememuslii 0Omoxk P-Athlon64 X2
6000/1024*2M6/320 Gb/ knaBuatypa/mbiiis/koBpuk; ckanep MUSTEK Bear Paw
2400; mpuatep Canon LBP-1120; npoexkrop wmyneruMenuiineii —Hitachi;
KaJIbKYJISITOPHI.

CpencrtBa o0OydeHusi: ydueOHasi JIOCKa, CIPABOYHBIC MOCOOUS M JMJIAKTHUYECKUIN
MaTepuai, MeauaTeka (MyJbTUMeIua pa3pabOTKH M NPE3EHTAUUU K YpOKaM),
IKpaH.

b) JlaGopaTopusi opraHu3anuyM U NPUHIHUIOB NMOCTPOEHHS KOMIbIOTEPHBIX
CHCTEM.

OcHanieHHOCTh Y4eOHOro KaOMHeTa:

Kommnekt mebenu asist yueGHOTO mpoliecca.

Mynetumenuitnoe obopynoBanue: kommbioTepsl — 28 mT.: [IK RAMEC GALE
LCD LG 23"/Intel i5 4590/MSI B85M-E45/2x4DDR3/GT740 2Gb/500Gb/xnas,
MbIb; [IK S404,2 400W/Intel Core 13 540/knaB., mMbliib, MOHHAT. 21,5" VA2248-
LED; IIK ICL RAY S902.1, knaBuar., Mblb, MoHHTOp ViewSonic 22"
VA2232W-LED; npuntep Canon LBP 1120; nmpoektop mynsTumenuiinsiii Hitachi
CP-EX250; npoektop mynbrumeanitnsiii Hitachi CP-EX251N.

CpencrtBa o0yueHus: HWCTOYHHMK Oecrmepeboiitnoro muranmst APC  Smart-UPS
1000VA; xommyrtatop Cisco Catalyst 2960; xkommyrtatop Trend Net N-Way
Switch TEG S160TX; xommyratop WS-C2960-48TT ¢ koHBepTOpOM;
kommyTtaTop JIBC; kommyratop Cisco Catalyst WS-C2960; IP- Bumeokamepa
Nikvision, 2 mr.; mporpamMmHo-TexHu4Yeckuid komriuieke WS-C2960-48TS c
yCTaHOBJIEH. Iporpam. obecrieueHuem; Touka gocrymna CISCO CAP 26021-R-K9;
nocka mapkepHas 120x240 cwm;

B) Ctyaust npoeKTHPOBAHUA M AM3AMHA CETEBBIX APXUTEKTYP U HHKCHEPHOM
rpaguku.

OcHallleHHOCTh Y4e0HOTO KaOuHeTa:

Kommiekt Mebenu fy1st yueGHOro mnpoiiecca.

MynbTuMenitHOe 000pyaoBaHUe: KOMIBIOTEPhl — 12 mT.: koMnbiorep RAMEC
GALE Custom i3-3200/4T'b/ monutop LCD 21.5", knaBuar., Melib, npuarep HP
Laser Jet 1020, mpoexTop mynastuMmeauiinbiii Sanuo PLC-XD2600.

CpencrtBa o0yueHusi: creHn Jaboparopubii  "ITJIMC", »skpaH HacTeHHBIN
pysonHslid 200x200 cMm.




IlepeyeHsb JUIIEH3MOHHOTO MPOTPAMMHOI0 00ecTeYeHu s :

1C: loxymentoobopot 8 KOPII (sumiensust Ne75027601);

1C: IIpennpusarue 8. Kommuiekt gy o0yuenus (nmumen3us Ne8922961);

Microsoft Access (nmumen3us NeIM123460);

Microsoft Office Standard (nmumensus Ne66059532 OPEN
96044930ZZE1711);

Microsoft Project Professional (sumensus NelM123460);
Microsoft Visio Professional (munensus NelM123460);
Microsoft Visual Studio Enterprise (mumen3ust NeIM123460);
Microsoft Windows Enterprise (sutiensus NeIM123460);
komruiekT TAPAHT-Macrep (nuniensust Ne12—-40272-000898);
Arent Dr.Web (munensus Ne QS34-HC7C-SD53-K5L.2);

koMIuiekT [1O 115 pemeHnst OCHOBHBIX MOJIb30BATENbCKUX 3a7a4 (CBOOOIHO

pacmp. [10);

CnpaBoynas npaBoBas cuctema «KoncynbtanT [1nrocy» (KOHTpakT

Ne2023 CB_3 ot 29.12.2022r)

JIoroBOpHI 0 IPAKTHYECKON MOATOTOBKE:
- AO «Mapuiickuii MamMHOCTpoUTENbHBIA 3aBoa» JloroBop Ne 1/2021 ot
01.02.2021 — 6eccpOUHBIii.
- ®unuan [TAO «Pocrenekom» B Peciybnuke Mapuit O JloroBop Ne 83/2021 ot
27.01.2021 — 6eccpOYHBIi.

4.2. Nudpopmauuonnoe odecneuenue mnpodeccumonanbHoro moxayias IIM.01
BroinosiHeHue padoT M0 NPOEKTHPOBAHUIO CeTEBOM HHPPACTPYKTYPbI

OcHOBHas ¥ JONOJHUTEIbHAS JINTEPATYpa

No KonunuectBo
n/m . 9K3EMILISAPOB,
CrucoK UCTIOIB3yeMOM JTUTEPATYPHI
(newammnvie uzoanus, snekmponnsle U30anus 3a NOcieoHue 5 iem) MIMCTOTIIHXCH B
OuOIHoTEKE, HIIN
ccpuika Ha ObC
OCHOBHAS JINTEPATYPA
1 |MakcumoB, H. B. Kommnbiorepubsie cetu: ydeGHoe mnocobue / H.B.| Dnexkrponnslit
MaxkcumoB, M.U. TlonoB. — 6-e u3xd., mepepab. u gom. — Mocksa : pecypc
OOPYM : UHOPA-M, 2022. — 464 c. — (Cpeanee npodeccnoHanbHOE
obpazoBanue). - ISBN 978-5-00091-454-0. - TekcT : 3JI€KTPOHHBIH. -
URL.: https://znanium.com/catalog/product/1714105
2 |Cepree, A. H. OcHOBBI JOKaJIbHBIX KOMIIbIOTEpHBIX cereil / A. H.| DOnexkrpoHHBIN
CepreeB. — 3-¢ usn., crep. — Cankrt-IlerepOypr : Jlanb, 2023. — 184 c. pecypc
— ISBN 978-5-507-46832-4. — Tekcr: osnekTpoHHbld // JlaHb
AJIEKTPOHHO-OMOIMOTETHAS cUcTeMa. — URL:
https://e.lanbook.com/book/321215
JOTTIOJIHUTEJIBHA S JIMTEPATYPA
1 |IyroBkun, A. B. OcHOBBI OocTpOeHHsI UHHOKOMMYHUKALMOHHBIX CeTel | DIeKTpOHHBIN
u cucteMm / A. B. IlyroBkun, JI. A. Ilokamecros, S. B. KprokoB. — 2-¢ pecypc
u31., nepepad. u goi. - Cankr-IlerepOypr: Jlans, 2021. — 176 c. — ISBN
978-5-8114-5905-6. — TexkcT : »mekTpoHHBIH / JlaHb @ DIIEKTPOHHO-
oubnmoreunas cucrema. — URL: https://e.lanbook.com/book/156402



https://znanium.com/catalog/product/1714105
https://e.lanbook.com/book/321215
https://e.lanbook.com/book/156402

Yexmapes, 0. B. JlokanbHbIe BEIUNCIUTENBHBIE CETH : yueOHOE TTOCOOHE
/ 1O. B. Uekmapes. - 3-e uzn. - Mocksa : JIMK IIpecc, 2023. - 201 c. -
ISBN 978-5-89818-470-4. - Tekcr : omektponHbii. - URL:
https://znanium.com/catalog/product/2106240

DJIEKTPOHHBIN
pecypce

CoaoneBuy, A. B. Komnbrorepasie cetu : yueOHuk / A. B. ComoneBuy. -
Munck : PUIIO, 2021. - 208 c. - ISBN 978-985-7253-43-2. - Tekcr :
anektpounsiid. - URL: https://znanium.com/catalog/product/1854597

DJIEKTPOHHBIN
pecypce

bapunos, B. B. KommnbproTepable ceTu: : y4eOHUK Ui CTYA.
yupexaenuii cpen.apod. obpazosanus/ B. B. bapunos, U. B. bapunos,
A. B. Ilponerapckuii, A. H. IIbuibkuH — 4-e usn., ucop. u pom. — M.:
N3narenbckuii nieHTp «Axamemus», 2021. — 192 c¢. ISBN 978-5-4468-

9925-8

DNEeKTPOHHBIN
pecypc



https://znanium.com/catalog/product/2106240
https://znanium.com/catalog/product/1854597

5. KOHTPOJIb MW OIEHKA OCBOEHUA
MPOPECCUOHAJIBHOI'O MOAYJIsA

KoHTponib U OlleHKa pe3yslbTaToOB OCBOCHUS NPO(PECCHOHATBLHOTO MOAYJIS
OCYUIECTBIISIETCS TIpenoaBareneM B (opMe TEKYIEro KOHTPOJI YCIEeBAEMOCTH U
MIPOMEKYTOUYHOM aTTeCTALUH.

[IpomexxyTouHas  arrecTtalds HMEET 1EJIbI0  ONpPENeNuTh  CTENEHb
JOCTHKEHUSI 3aIlUIAHUPOBAHHBIX PE3yJIbTaTOB OOYYEHHS MO MPo(ecCHOHATBEHOMY
Monymo 3a mepuoa oOyuenus. Ddopma mpoMEKYyTOUHOM aTTecTaluud -
oughghepenyuposannvlil 3auem, IK3ameH, K8ATUDUKAYUOHHBIU IK3AMEH.

Texymuii KOHTPOJIb YCIIEBAEMOCTH OCYLIECTBIISIETCS B MPOLIECCE IPOBEICHUS
MPAKTHUECKUX 3aHATUI U J1a00paTOpHBIX padOT, 0OecreuynBaeT OLEHUBAHUE X0/1a

OCBOCHHA MOOYJIA.

PE3YJBbTATOB

@DOopMBI TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH: MeCcmuposanue, YCmuolil onpoc,
00KIAObL, BbINOJHEHUE NPAKMUYECKUX pabom.

Neo | HaumenoBanu | Kox Pe3synbTarel 00yueHus mo Dopmbl
€ TEMBbI dbopmupye poeCCHOHATIBHOMY MOJTYJIIO KOHTPOJIS
MOH yMETb 3HaTh
KOMIIETEH
11U
MJIK.01.01 — [POEKTUPOBAaTh | — 0OmMe mpuHIMIB | TeKynmi
KomnbrotepH JOKAIBHYI0  CE€Tbh, | IOCTPOCHHUS cereii, | KOHTPOJIb
BI€ CETH. BBIOMpATh CETEBbIE | CETEBBIX  TOMOJIOTHI, | Iejarora B
Tema 1. I[IK 1.1. | Tomomnorum; MHOTOCJIONHOM Mozenu | GopMe  OLeHKH
Beenenue B I[IK 1.2. | - wucnoas3oBath OSI, TpeOoBanmii K | pelIEHUs 3a/ad,
CETEBbIC IIK'1.3. | MHOroyHKIMOHA] | KOMIIBIOTEPHBIM CETAM; | 3ALIUTHI
TEXHOJIOTHH. IIK 1.4. | puble IpUOOpPBI | —  APXUTEKTYPY 1ab0paTOPHBIX
LK L.5. | monuropusra, IPOTOKOJIOB, pabor.
OK 0l | nporpammuo- cranpaptusanuu  ceteid, | ITOTOBBIN
OK 02 | anmaparubie ITAroOB MPOEKTHPOBaHHsi | KOHTPOJIb B
OK 03 | cpencrsa CETEBOM hopme
OK 04 | texunyeckoro HH(PACTPYKTYPHI; dK3aMeHa
OK 05 KOHTPOJISI —  6a30BBIC (xBanmudukanmo
OK 06 | nokanbHoIii ceTu. IIPOTOKOJIBL i | HHOTO).
OK 07 TEXHOJIOTHH JIOKAJIbHBIX
OK 08 cereit;
OK 09 —  IIPUHIIMIIBI
OK'10 MTOCTPOCHHS
OK 11 BBICOKOCKOPOCTHBIX
Tewma 2. IK 1.1. JIOKAJIBHBIX CETEH;
HpuHImIb! IK 1.2. —  CTaHJIapThl Kabenei,
MapIpyTHA3all LK 1.3. OCHOBHLIE BUJIBI
unn MK 1.4. KOMMYHHKAIIHOHHBIX
KOMMYyTalluH. HK 1.5. YCTPOWCTB, TEPMHUHOB,
OK 01 MIOHATHHA, CTAaHAAPTOB H
OK 02 THUITOBBIX AIIEMEHTOB
OK 03 CTPYKTYPHUPOBAaHHOU
OK 04 KaOeJIbHOW CUCTEMBI.
OK 05
OK 06
OK 07




OK 08

Texymmit
KOHTPOJIb
nejarora B
dbopMe OIEHKHU
pelieHus 3anaad,
3aIUTHI
J1a00paTOPHBIX
pabor.
Wrorosslit
KOHTPOJIb B
dhopme

dK3aMEHa
(xBanmuukanuo
HHOTO).

OK 09
OK 10
OK 11

MJIK.01.02

Opranuzanus,

MIPUHIIMIIBI

MOCTPOCHUS U

(GYHKIIMOHUPO

BaHUs

KOMITBIOTEPHBI

X CETEH.

Tema 1. K 1.1.

Mapupyruzan | IIK 1.2.

us U K 1.3.

KOMMYTalusl. [IK 1.4.

Macmrabupos | IIK 1.5.

aHHE CETEH. OK 01
OK 02
OK 03
OK 04
OK 05
OK 06
OK 07
OK 08
OK 09
OK 10
OK 11

Tewma 2. K 1.1.

CoenuHenue K 1.2.

CETEeH. K 1.3.
IIK 1.4.
IIK 1.5.
OK 01
OK 02
OK 03
OK 04
OK 05
OK 06
OK 07
OK 08
OK 09
OK 10

OK 11




Kputepun oueHuBanusi pe3yJibTaToOB 00y4eHHs M0 NMPo(decCHOHATBLHOMY
MOJYJII0, IKAJIa OLleHUBAHUS

Kputepuu olieHMBaHus:
- YCBOGHHE MPOTPAMMHOI0 TEOPETHUYECKOr0 MaTepuana (00beM 3HaHUM, rTyOuHa
YCBOCHHUS);
- YMEHHUE u3JlaraTh NPOrpaMMHBIA MaTepuasl (4€TKOCTh, TPAMOTHOCTb M3JIOKEHUS
MaTepuaa, TOYHOCTb U TIOJIHOTa BOCIIPOU3BEICHHS Y4EOHOr0 MaTepuara);
- YMEHHUE TTPUMEHSATh TEOPETUUECKIE 3HAHUS HA TIPAKTUKE.

[ITkayia oLleHUBaHUS:

Pesynmbrarel  cmaum _ aud@depeHuMpPOBAHHOIO  3a4yera,  3K3aMeHa,
KBAJU(DUKAIIMOHHOIO _ 3K3aMeHAa _ OICHMBAIOTCS MO IIKaJe «OTJIMYHO,
«XOpOLIO», KYAOBIECTBOPUTEIBHOY, «HEYAOBICTBOPUTEIBLHO.

OleHKa «OTJIMYHO» BBICTABISETCA OOy4YaroOlEeMyCs, KOTOpPbIA TIyOOKO H
MPOYHO YCBOWJI NPOTPAMMHBIA Marepuaji, MPOSBISIET 3HAHUE OCHOBHOM W
JIOTIOJITHUTEIILHOM JIATEPATYPHI, rpaMOTHO, JIOTUYECKHU CTPOMHO u
apryMEHTHPOBAHO W3JlaraeT MaTepuaj, JaeT HCUYEPHBbIBAIOIIME OTBETHI Ha
MTOCTABJIEHHBIE BOMPOCHI. B OTBETE TECHO YBSA3BIBACTCS TEOPHUA C MPAKTUKOW, IPH
ATOM OOYYaIOIIUMCS HE 3aTPYAHICTCS C OTBETOM IPH BUIOM3MEHEHUHU 3a/JaHUS,
CBOOOJTHO CIIPABIISICTCS C MTPAKTHUYECKUMHM 3aIaHUSIMU.

O1leHKa «XOpOIIIO» BBICTABISACTCS OOydYaroIIEeMycCs, TBEPJO 3HAIOIIEMY
MPOrpaMMHBIM MaTepHajl, KOTOPhIM HM3JIAraeT €ro rpaMOTHO M MO CYILIECTBY, HE
JIOIYCKAET CYIIECTBEHHBIX HETOYHOCTEM B OTBETE Ha BOIPOC, IPABUILHO
IIPUMEHSIET TEOPETUYECKUE TTOJ0KECHUS MPU PEIICHUH MTPAKTUYECKUX BOIIPOCOB U
3a71a4, HE UCTIBITHIBACT 3aTPYAHEHHI C OTBETAMHU HA BOIIPOCHI.

OneHka «yIOBJIETBOPUTEILHO» BBICTABIISIETCS OOyYaromeMycsi, KOTOpPBIi
MMEET 3HaHMWS TOJbKO OCHOBHOIO MAaTe€puaja, HO HE YCBOWJ €ro JeTaliei,
JIOMyCKaeT HETOYHOCTH, HEJJOCTATOUHO MPABUIIbHBIE (POPMYIUPOBKH, UCTIHITHIBACT
3aTPyHEHUSI IPU BBIMOJHEHUH MPAKTUYECKUX padoT.

OlnieHKa «HEYIOBJICTBOPUTEIIBHO» BBICTABISICTCSI 00YUYarOIIEMYCs, KOTOPbIA HE
3HAET 3HAYUTEILHOW YaCTU MIPOrPAMMHOI0 MAaTEPHUasa, IOMYyCKAeT CYIIECTBEHHbIC
OImMMOKH, HEYBEPEHHO, C OOJBITUMH 3aTPYAHEHUSMHU BBITIOJHSIECT MPAKTHYCCKUE
paboTHI.




JlonoTHeHHUs M U3MEHEeHHs K padoyeil mporpaMMe HAa y4eOHbIN roj

JlonosiHeHUsT 1 M3MEHEHUs K padoueit mporpamme Ha 2023-2024 ydeOHBIM
rog mno npodeccuoHaribHoMy Moayno [IM.01  BeinmojgHeHue paboT 1o
IPOCKTUPOBAHUIO CETEBOM HMH(PACTPYKTYpBI: B  paszzien YCIOBUS peaau3aluu
y4eOHOM JUCITUATIITAHBI (TyHKT Nudopmarmonnoe obecrnieueHue
npoECCHOHAILHOTO MOJYJISI) BHECCHBI HM3MEHEHHS B CHHCOK OCHOBHOW W
JOIOJTHUTENIbHON TUTEPATYPBL.

JlomomHeHUsT 1 U3MEHEHUs B pabodeil mporpaMme 0OCYKIEHbI Ha 3acelaHnuun
[THK nHGOpMAITMOHHBIX TEXHOJIOTHMA.

«30» aBrycra 2023 r. (mpotokos Ne 1),

IIpencenarens ITIIK A /JTorunosa JI.I./



JlonoTHeHHUs M U3MEHEeHHs K padoyeil mporpaMMe HAa y4eOHbIN roj

JlonosiHeHUsT U M3MEHEHUs K padoueit mporpamme Ha 2024-2025 ydeOHbIi
rog mno npodeccuoHaribHoMy Moayno [IM.01  BeinmojgHeHue paboT 1o
IPOCKTUPOBAHUIO CETEBOM HMH(PACTPYKTYpBI: B  paszzien YCIOBUS peaau3aluu
y4eOHOM JUCITUATIITAHBI (TyHKT Nudopmarmonnoe obecrnieueHue
npoECCHOHAILHOTO MOJYJISI) BHECCHBI HM3MEHEHHS B CHHCOK OCHOBHOW W
JOIOJTHUTENIbHON TUTEPATYPBL.

JlomomHeHUsT 1 U3MEHEHUs B pabodeil mporpaMme 0OCYKIEHbI Ha 3acelaHnuun
[THK nHGOpMAITMOHHBIX TEXHOJIOTHMA.

«30» aBrycra 2024 r. (mpotokost Ne 1),

IIpencenarens ITIIK A /JTorunosa JI.I./



